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. N E T -

CVE-2023-36038 - .NET Denial of Service 
Vulnerability

IIS

CVE-2023-36049 - .NET Elevation of Privilege 
Vulnerability

FTP

CVE-2023-36558 - .NET Security Feature 
Bypass Vulnerability

Blazor Server

https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-36038
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-36038
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-36049
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-36049
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-36558
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-36558


. N E T

1 Systemd Windows Service
IHost host = Host.CreateDefaultBuilder(args) 

.UseSystemd()// Linux Systemd
 .UseWindowsService() // Windows 

  .ConfigureServices(services => 
{ 
   services.AddHostedService<Worker>(); 
}) 
  .Build();
host.Run();

2 Docker
FROM mcr.microsoft.com/dotnet/sdk:8.0 AS build WORKDIR /source

.NET  root 
Chiseled Ubuntu 

 5  Bug 
OpenEuler

OpenEuler .NET 



1 AspNetCore Ratelimiting,

Microsoft.AspNetCore.RateLimiting
using Microsoft.AspNetCore.RateLimiting;
using System.Threading.RateLimiting; 
var builder = WebApplication.CreateBuilder(args); 
builder.Services.AddRateLimiter(_ => _ .AddFixedWindowLimiter(policyName: "fixed", 
options => { 
options.PermitLimit = 4;
options.Window = TimeSpan.FromSeconds(12); 

options.QueueProcessingOrder = QueueProcessingOrder.OldestFirst; options.QueueLimit = 
2; })); 
var app = builder.Build();
app.UseRateLimiter(); 

static string GetTicks() => 
(DateTime.Now.Ticks & 0x11111).ToString("00000"); 
app.MapGet("/", () => Results.Ok($"Hello {GetTicks()}")) .RequireRateLimiting("fixed"); 
app.Run();

https://learn.microsoft.com/zh-cn/aspnet/core/performance/rate-limit?view=aspnetcore-8.0

https://learn.microsoft.com/zh-cn/aspnet/core/performance/rate-limit?view=aspnetcore-8.0
https://learn.microsoft.com/zh-cn/aspnet/core/performance/rate-limit?view=aspnetcore-8.0
https://learn.microsoft.com/zh-cn/aspnet/core/performance/rate-limit?view=aspnetcore-8.0


UseForwardedHeaders 创 IP

builder.Services.Configure<ForwardedHeadersOptions>(options => 
{ options.ForwardedHeaders = ForwardedHeaders.XForwardedFor | 
ForwardedHeaders.XForwardedProto; });

app.UseForwardedHeaders();

UseHsts

https://learn.microsoft.com/zh-cn/dotnet/api/microsoft.aspnetcore.builder.forwardedheadersextensions.useforwardedheaders
https://learn.microsoft.com/zh-cn/dotnet/api/microsoft.aspnetcore.builder.hstsbuilderextensions.usehsts


1 ASP.NET Core Identity 
Cookie Windows

.NET8 SPA Blazor
1
class MyUser : IdentityUser {}
2 Identity
builder.Services.AddAuthentication(IdentityConstants.ApplicationScheme) .AddIdentityC
ookies(); builder.Services.AddAuthorizationBuilder();
3
builder.Services.AddDbContext<AppDbContext>( options => 
options.UseInMemoryDatabase("AppDb"));
4 Identity  EF Core Identity
builder.Services.AddIdentityCore<MyUser>() .AddEntityFrameworkStores<AppDbContext>
() .AddApiEndpoints();
app.MapIdentityApi<MyUser>();  
5  [Authorize] controller action  [Authorize]

2 .NET8 Blazor

https://devblogs.microsoft.com/dotnet-ch/net-8-%E4%B8%AD-
identity%E7%9A%84%E6%96%B0%E5%A2%9E%E5%8A%9F%E8%83%BD/

https://learn.microsoft.com/zh-cn/aspnet/core/security/authentication/identity?view=aspnetcore-8.0


Asp.NET Core DataProtection Api

Microsoft.AspNetCore.DataProtection.Abstractions IDataProtectionProvider IDataProtector

Microsoft.AspNetCore.DataProtection  
Microsoft.AspNetCore.DataProtection.Extensions  API
Microsoft.AspNetCore.DataProtection.SystemWeb  ASP.NET 4.x <machineKey>

 ASP.NET Core 
Microsoft.AspNetCore.Cryptography.KeyDerivation  PBKDF2 

.NET 8  SHA-3  SHAKE-128  SHAKE-256

https://learn.microsoft.com/zh-cn/aspnet/core/security/data-protection/using-data-protection?view=aspnetcore-8.0
https://www.nuget.org/packages/Microsoft.AspNetCore.DataProtection.Abstractions/
https://learn.microsoft.com/zh-cn/dotnet/api/microsoft.aspnetcore.dataprotection.idataprotectionprovider
https://learn.microsoft.com/zh-cn/dotnet/api/microsoft.aspnetcore.dataprotection.idataprotector
https://www.nuget.org/packages/Microsoft.AspNetCore.DataProtection/
https://www.nuget.org/packages/Microsoft.AspNetCore.DataProtection.Extensions/
https://www.nuget.org/packages/Microsoft.AspNetCore.DataProtection.SystemWeb/
https://www.nuget.org/packages/Microsoft.AspNetCore.Cryptography.KeyDerivation/


W e b

1 ASP.NET Core  API  (GDPR)
2  (XSRF/CSRF) 
  1
<input name="__RequestVerificationToken" type="hidden" value="CfDJ8NrAkS 
  2 Asp.NET Core WebForm AntiforgeryOptions
3  URL  querystring  
URL  (Url.IsLocalUrl(returnUrl))
4 ,
5 .NET Core  SameSite  2019 固 HttpCookie.SameSite  
sameSite  SameSite Strict Lax None  cookie  

SameSiteMode.Unspecified  cookie  sameSite
6 IP 

https://ec.europa.eu/info/law/law-topic/data-protection/reform/what-does-general-data-protection-regulation-gdpr-govern_en


Jenkins

Jenkins



S o n a r N e x u s

XXE xml



Docker

1 Host 2 3

OpenEuler



ChatGPT

IoT OpenSSL
SM2 CVE-2021-3711

ChatGPT

https://cloud.tencent.com/developer/tools/blog-entry?target=https%3A%2F%2Fmp.weixin.qq.com%2Fs%3F__biz%3DMzU3ODAyMjg4OQ%3D%3D%26mid%3D2247490955%26idx%3D1%26sn%3D171b83dba7a4b9ca35e06e0ba987a621%26scene%3D21%23wechat_redirect&source=article&objectId=2119903
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