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可信软件架构

安全性

设备安全 数据安全 内容安全 行为安全

高性能 可用性 韧性

容错性 弹性恢复

质量可靠
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机密性
Confidentiality

完整性Integrity

可用性
Availability
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仰丘⚀┯榫洡㲓勆❇⼔陆䡘♜㱧⪓ꠋ겗┉⯎齉┘耇㵸鉇ն

٬丘䩺㱧⪓ 
٬切婎鯲榫䢓丘䩺媶庀
٬Twitter嫱⫊丘䩺媶庀
٬切榾ら榫䢓丘䩺媶庀

٬阻㚷㱧⪓
٬ꡦꄅ◌㾆嵼
٬幎幎㾆嵼
٬脍阬鈼겐㾆嵼

٬车╙㱧⪓
٬Log4shell庀嬼
٬Sqlite庀嬼
٬Fastjson䈌⮜庀嬼
٬宿䉔㣛鈼乄♭┕⚩庀嬼

٬⫂㳋㱧⪓
٬切婎鯲⪝⟔䕜䥑寘㫃鲿鈺逈榫䢓颯陆
٬切波䲭䇖⺐寘顳
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㣛羈䋧嘗氳└╄亡⺸

以系统为中心

以攻击者为
中心

以资产为中
心

1յ♔顫◲╙╈䑐氳㣛羈嘗㑔❱ꄆ◇硍簊氳┘
⺱鼨⮇䡝顫◲鵠䅻佭䷍ꪫ䡝⟔♳鱦槡ն抆
⺵⮇冫顫◲⺎耇ꪫ║氳⺨熨弍㏇䷍鵎䏧ն
⪯㑔亡嫏ⴎ䦮TVRAThreat, Vulnerability And Risk 
Assessment /TARA Threat Analysis and Risk Assessment 

2յ♔䷍縖╙╈䑐氳㣛羈嘗㑔阦篯篲嬼㴕㣛羈/䷍
縖氳䓙簟嘗䌋ն☽♜㏇䤓☜╫☽♜㞝⛰㏇硍簊╈䤓⮽
⟔䕜䇜⮵榫㱚抆⺵篯篲䤧鲹◙䘶嫏┚⺎耇僗⪩氳䷍
ꪫ纭硍颯全ն
⪯㑔亡嫏ⴎ䦮䷍剨

3յ♔鯻♭╙╈䑐氳㣛羈嘗㑔✳榫阻阞⽰㎂辑全波
鈸⼑朆㣛羈⽰䷍ꪫն鲹佭╚孲氳㣛羈䋧嘗亡嫏⺎
♔催⪓ꪫյ催岳俏㏐嬼㴕庀嬼ն
⪯㑔亡嫏ⴎ䦮STRIDE



㱧⪓䓪ꠋ겗陁⚽氳亡嫏˒TARA⮇冫亡嫏
╈䑐䓙䘶곽ꢣ⡬ = ䷍⺎车䓪 × 䩣㲺爊䈲

冘䋧䷍剨佭劭䑐ⴎ䦮漶㲋泘剝⮇鉯泘
剝冘䋧䷍剨⮇冫䷍剨㍌╄塠끈

䷍剨⺎☳粠簇㱧⪓擻杼㱧⪓鯻♭䋯
璡亡ꪫ⪍䣆



STRIDE㣛羈䋧嘗

制定数据流图 分析威胁 评估风险 制定消减措施 落实消减措施

STRIDE=Spooling+Tampering+Repudiation+InformationDisclosure +Dos+Evelation Of Privilege
     (♻⫕)      痙䷊           䥠顽               ⟔䕜媶庀        䦋簈僜ⱷ  儹䬠ⶍ

外部实体 处理过程

数据存储 数据流

榫䢓 ⚀┯䈒榫

丘䩺㰇⤴

☳STRIDE ⺨亡ꪫ鲽车⮇冫
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CVE-2023-36038 - .NET Denial of Service 
Vulnerability
┚IIS僗⪩⺎耇랫㲙⮵榫䇜㵗舚⫂㰇嶯

CVE-2023-36049 - .NET Elevation of Privilege 
Vulnerability

┚FTP僗⪩⺎耇㵗舚儹逈ⲇ䧏䌖鲾爊陸
⽰⫞⪍곽ꢣ

CVE-2023-36558 - .NET Security Feature 
Bypass Vulnerability

⺎耇㵗舚Blazor Server猫⛮┕氳뀰阾逈簀鲋☳
縡波䫙䳩⛼丘䩺ն

https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-36038
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-36038
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-36049
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-36049
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-36558
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-36558
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1յ䶺䧏Systemd⽰Windows Service┼熨硍簊僜ⱷ
IHost host = Host.CreateDefaultBuilder(args) 

.UseSystemd()//✳榫Linux Systemd⛼╙僜ⱷ鲽爊
 .UseWindowsService() //✳榫Windows 僜ⱷ

  .ConfigureServices(services => 
{ 
   services.AddHostedService<Worker>(); 
}) 
  .Build();
host.Run();

2յ䬠❠㲇亡Dockerꜳ⥽
FROM mcr.microsoft.com/dotnet/sdk:8.0 AS build WORKDIR /source

.NET 何⥽齉ⴎ⻡┉╄ꪝ root 榫䢓☳縡鵠鲋车鿥糌⻪榫催㱧⪓氳㳋
院ꜳ⥽✳榫Chiseled Ubuntu 何⥽⛼╙㓹滼ꜳ⥽乄♭催㵸⺱休█㏇㱧⪓䓪┕僗
䢦䍠☳╚㰇⤴䈑冘䋧氳㳋⺎♔藜䐂 5 䇗⩦顠氳 Bug ⟤㛄⽰㱧⪓辍┊ն
⺱休㛻㳄█⺎♔✳榫OpenEuler埫䥽⛼╙舅䄕氳㓹滼ꜳ⥽僿䏨㏇儗埠孨ⲁ篾兠⺵
耇㛫┚OpenEuler埫䥽炙⺭⛼䣒鵲瑞⺭.NET 䋯縖✳榫姳氳㓹滼ꜳ⥽ն



✳ 榫  孲 ⽰ 顆 鰉 ㏰ 辆 佭 䈒 㵒 㛻 孲 ꄈ 陴 姳 休 氳 㳋 ꛯ 亡 勆

1յ✳榫㲇亡孲篯♭նAspNetCore Ratelimiting,䬠❠▽㍾㲋猫帑ⲁ猫♑撿匌䇜⯆
㍌熨孲嘗䌋

ⱶMicrosoft.AspNetCore.RateLimiting䌖榫
using Microsoft.AspNetCore.RateLimiting;
using System.Threading.RateLimiting; 
var builder = WebApplication.CreateBuilder(args); 
builder.Services.AddRateLimiter(_ => _ .AddFixedWindowLimiter(policyName: "fixed", 
options => { 
options.PermitLimit = 4;
options.Window = TimeSpan.FromSeconds(12); 

options.QueueProcessingOrder = QueueProcessingOrder.OldestFirst; options.QueueLimit = 
2; })); 
var app = builder.Build();
app.UseRateLimiter(); 

static string GetTicks() => 
(DateTime.Now.Ticks & 0x11111).ToString("00000"); 
app.MapGet("/", () => Results.Ok($"Hello {GetTicks()}")) .RequireRateLimiting("fixed"); 
app.Run();

https://learn.microsoft.com/zh-cn/aspnet/core/performance/rate-limit?view=aspnetcore-8.0

https://learn.microsoft.com/zh-cn/aspnet/core/performance/rate-limit?view=aspnetcore-8.0
https://learn.microsoft.com/zh-cn/aspnet/core/performance/rate-limit?view=aspnetcore-8.0
https://learn.microsoft.com/zh-cn/aspnet/core/performance/rate-limit?view=aspnetcore-8.0


✳ 榫  孲 ⽰ 顆 鰉 ㏰ 辆 佭 䈒 㵒 㛻 孲 ꄈ 陴 姳 休 氳 㳋 ꛯ 亡 勆
✳榫UseForwardedHeaders 鯸䩦㜍鉯⬀㏇⹛⺸创杼篯♭逈忂孨⺵IP㏐㏥⮇⺵┺㜊陴姳㜍注
⪩氳ꠋ겗
builder.Services.Configure<ForwardedHeadersOptions>(options => 
{ options.ForwardedHeaders = ForwardedHeaders.XForwardedFor | 
ForwardedHeaders.XForwardedProto; });
ննն
app.UseForwardedHeaders();

鯸䫙㜍╈ꠑ♭⺎♔㏇陇亇⽰ꛯ陬㚲杼╯⺵鲡车⛙䑒걺㏇隀榫 UseHsts ╯⯥

https://learn.microsoft.com/zh-cn/dotnet/api/microsoft.aspnetcore.builder.forwardedheadersextensions.useforwardedheaders
https://learn.microsoft.com/zh-cn/dotnet/api/microsoft.aspnetcore.builder.hstsbuilderextensions.usehsts


骱 ♷ 阡 阾 ⽰ 䪧 儹 䫝 ⯆

1յASP.NET Core Identity 佭㲇亡䬠❠氳䋯畴ⷊ榫氳骱♷剝陃阡阾篯♭㱚䶺䧏㛢熨亡䌋氳骱♷뀰
阾亡䌋㞝Cookie뀰阾阾░뀰阾Windows骱♷뀰阾⽰炙◬䇖⺐氳骱♷阡阾ն
㏇.NET8╈院篯♭氳✳榫塠끈僗䢦甏⺱休亍㘍▽㵒SPA几冘⽰Blazor氳耇ⱱ䶺䧏ն
1⮡䋧阡阾㵒霅
class MyUser : IdentityUser {}
2鿥糌Identity⻪榫䪧儹压刧
builder.Services.AddAuthentication(IdentityConstants.ApplicationScheme) .AddIdentityC
ookies(); builder.Services.AddAuthorizationBuilder();
3鿥糌┉╄丘䩺䈑┕┖乄
builder.Services.AddDbContext<AppDbContext>( options => 
options.UseInMemoryDatabase("AppDb"));
4鿥糌Identity♔✳榫 EF Core 丘䩺䈑䇜⪝䋯Identity珸憠
builder.Services.AddIdentityCore<MyUser>() .AddEntityFrameworkStores<AppDbContext>
() .AddApiEndpoints();
app.MapIdentityApi<MyUser>();  
5簄 [Authorize] controller䡝actionⱶ [Authorize]㷯䓪鲹劫㶩㱮䡗▽鿥糌

2յ㏇.NET8╈䪧儹Ⱶ耇█僗䢦㘍䍠䋯縖㏇䋯Blazor䈒榫亡勆⺎藜䐂催㱧⪓氳⟊꤄亡勆ն

https://devblogs.microsoft.com/dotnet-ch/net-8-%E4%B8%AD-
identity%E7%9A%84%E6%96%B0%E5%A2%9E%E5%8A%9F%E8%83%BD/

https://learn.microsoft.com/zh-cn/aspnet/core/security/authentication/identity?view=aspnetcore-8.0


丘 䩺 ⟊ 䥉 ⽰ ⱶ 㳢

丘䩺⟊䥉Asp.NET Core DataProtection Api⺎♔鈼⺱╙┉㝄㱮丞氳⚀┯篒䈒榫丘䩺⟊䥉亡勆䋯▽┉熨甏յ佄榫氳丘䩺
⟊䥉㔎剞丘䩺⟊䥉㔎剞榺◑╄ⴎ篯䡗䶺䧏儬⽰紮ն
Microsoft.AspNetCore.DataProtection.Abstractions ⴎ⻡ IDataProtectionProvider ⽰ IDataProtector 䫙榫◇⮡䋧丘䩺⟊
䥉僜ⱷն
Microsoft.AspNetCore.DataProtection ⴎ⻡丘䩺⟊䥉硍簊氳劭䑐㲓朆ⴎ䦮劭䑐ⱶ㳢䳩⛼յ㳢ꙻ留杼յ鿥糌⽰䣲㷤䓪ն  
Microsoft.AspNetCore.DataProtection.Extensions ⴎ⻡䋯☕⼥⺎耇⚢朆僗榫⛙┘㷯◇劭䑐ⴎ氳⪭☽ APIն
Microsoft.AspNetCore.DataProtection.SystemWeb ⺎♔㱧逸⮽朆僗 ASP.NET 4.x 䈒榫╈♔ꄆ㲋⺸⪭ <machineKey> 䳩⛼全
✳榫亍氳 ASP.NET Core 丘䩺⟊䥉㔎剞ն
Microsoft.AspNetCore.Cryptography.KeyDerivation 䬠❠ PBKDF2 㳢溞⿊䄹❇爊氳㲓朆⺎♔榺䑒걺㱧⪓㚲杼榫䢓㳢溞氳硍簊
䢦✳榫ն

.NET 8ⱶ㳢Ⱶ耇█鲽┉塠ⱶ䍠䌖⪍▽㵒 SHA-3 ⿊䄹畀嫏氳䶺䧏ⴎ䦮 SHAKE-128 ⽰ SHAKE-256

https://learn.microsoft.com/zh-cn/aspnet/core/security/data-protection/using-data-protection?view=aspnetcore-8.0
https://www.nuget.org/packages/Microsoft.AspNetCore.DataProtection.Abstractions/
https://learn.microsoft.com/zh-cn/dotnet/api/microsoft.aspnetcore.dataprotection.idataprotectionprovider
https://learn.microsoft.com/zh-cn/dotnet/api/microsoft.aspnetcore.dataprotection.idataprotector
https://www.nuget.org/packages/Microsoft.AspNetCore.DataProtection/
https://www.nuget.org/packages/Microsoft.AspNetCore.DataProtection.Extensions/
https://www.nuget.org/packages/Microsoft.AspNetCore.DataProtection.SystemWeb/
https://www.nuget.org/packages/Microsoft.AspNetCore.Cryptography.KeyDerivation/


䅻 鈷 W e b ䷍  车 ╙ ⹖ ꡕ 葶

1յ꣰熗瓀樋 ASP.NET Core 䬠❠ API ⽰嘗冏䅬Ⲃ席餉埫沾┉芘丘䩺⟊䥉兣❇ (GDPR) 氳鼨⮇金姳ն
2յ것ꡕ饖粠珇陴姳⚵鵲 (XSRF/CSRF) ䷍
  1⚩簊氳⺎鵠鲋꣰誾㓊全ꡕ葶
<input name="__RequestVerificationToken" type="hidden" value="CfDJ8NrAkS 
  2ꪝAsp.NET Core WebForm䈒榫⮟⺎♔鵠鲋✳榫 AntiforgeryOptions 鿥糌ꡕ⚵鵲
3յ것ꡕ䋯䷒䌋ꄆ㲋⺸䷍䈒漶⟊ꄆ㲋⺸☢㏇䈒榫儗㏐㱮䡗䡝ꄆ㲋⺸⮽䄖湳 URL縡┘佭 querystring ╈⺎耇䬠❠氳♳⛰ 
URL ն㞝(Url.IsLocalUrl(returnUrl))
4յꡕ塛饖珇耾儗,㲇亡乄勮╈䬠❠▽┉硍⮜氳亡䌋全ꡕ葶饖珇耾儗ն
5յ饖㓊阼ꠋ .NET Core 䶺䧏 SameSite 氳 2019 䇗蔈勆剝固䋯☕⼥耇㛫✳榫 HttpCookie.SameSite 㷯䓪♔籁爊亡䌋䫝⯆ 
sameSite 攑䓪氳⡬ն 㵨 SameSite 㷯䓪阻糌╙ StrictյLax 䡝 None ⚢㵗舚㏇✳榫 cookie 氳䗯⬅┖㏇粠簇┕⫞⪍鲹◙⡬ն 阻糌
╙ SameSiteMode.Unspecified 䧗炐㏇✳榫 cookie 氳䗯⬅┖┘䈒鴝 sameSiteն
6յ氫⺳⺎鵠鲋╈ꠑ♭鉯⬀亡勆全䋯 IP ㏐㏥㱧⪓⮜辑䬠ⶍ䈒榫硍簊㱧⪓䓪耇ն

https://ec.europa.eu/info/law/law-topic/data-protection/reform/what-does-general-data-protection-regulation-gdpr-govern_en


Jenkins㞝⛰逈䷍

㏇切◙攑墥䗯⬅┖Jenkins鲹熨䧏簘䡗䄄⺎耇鵠鲋┉车♏溞㶩逈䬠⮽㳢溞ն



S o n a r N e x u s 㞝 ⛰ 逈 ䷍ 

切熨攑墥䗯⬅┖鵠鲋鴝冘鵲氳攑墥陴姳⺎♔鵲䡗XXE䷍xml㛚鼨㲓⛮䷍庀嬼



Docker䷍车╙㲓亨

1յ⮵榫Host庀嬼⮡䋧攑儹㳋 2յⲇ䧏僗庀嬼氳㳋 3յ䷍ꜳ⥽☹㵒ꜳ⥽鲽车䤸夽

鉯⬀亡勆⢢㞑儹䫝⯆隥䛥䋯䷒留杼ꪫ鴲䦫⺎⟔顽氳㓹滼ꜳ⥽㞝㲇亡ꜳ⥽䡝OpenEulerꜳ⥽



閜䘊ChatGPT鵲䡗氳撴夀䌖榫嫚帲ꠋ겗

㏇걸泘䋯鲋爊╈僗休◇䋯➘⮵䌖榫▽切◙䋯嶏걸泘氳嶏溞鲹㶩◲榟▽撴夀䌖榫
ꠋ겗㞝切堑ꮑ㎁舅溿氳IoT┥榫㱧⪓䈑╈氳㳢溞畀嫏㲓朆╈ⷊ朆▽橎⛎㛄⯆舅OpenSSL㳢溞
畀嫏䈑╈╈㎁SM2畀嫏氳Ⱶ耇㲓朆┦㛄⯆撷儗╙逈搷냖庀嬼CVE-2021-3711氳⟤辍⯥⭹丘
☳縡䌖颯▽㱧⪓䓪곽ꢣն
ChatGPT⺎耇⚢ⱶⰎ鲹熨곽ꢣ氳◲榟ն

https://cloud.tencent.com/developer/tools/blog-entry?target=https%3A%2F%2Fmp.weixin.qq.com%2Fs%3F__biz%3DMzU3ODAyMjg4OQ%3D%3D%26mid%3D2247490955%26idx%3D1%26sn%3D171b83dba7a4b9ca35e06e0ba987a621%26scene%3D21%23wechat_redirect&source=article&objectId=2119903


蟑뀵⪬氳鵮䈲┚20┪篕氳逸榻鼨注䎎㱬䈃䍀氳㵤爊鱳1500眦⽰
斤减䄑┘㛢⛙鲹◙齉┘⺎耇┚朆♏ⱱꄈ䤻辆ն
˒˒վ└⛮տ-⮞䛗埤
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